Service oriented systems are becoming a major area in software engineering due to promise of low time and cost of development efforts. However, in order to enable full benefit of service oriented architecture, some technical aspects of service-level agreements, also known as Quality of Service (QoS) are important to be evaluated in formal way. Currently evaluation of web service QoS is done mainly as underlying part of a corresponding composition model and many models consider only limited number of QoS attributes. In this paper we present an approach for evaluation of composite web-services, based on analysis of how they meet their QoS, which is applicable at multiple levels of service composition as well as for wide range of QoS attributes. Our approach is based on probability theory and is illustrated with a case-study.
INTRODUCTION
Currently Service Oriented Architecture (SOA) based on web services is regarded as important paradigm in many areas not only in software engineering. The promise of reduced cost and time for enabling a large range of company-wide business processes shifts the research focus towards reasoning about web service compositions. On the other hand, technical aspects of service-level agreements, also known as Quality of Service (QoS) are important to be considered as they define additional constraints and non-functional requirements toward the web-services (Cardoso, 2004) . Business workflows and therefore -organizations success are directly impacted by proper management of SLAs and keeping them within terms of negotiated QoS metrics.
Various classifications (Tran et al., 2009 ); (D'Mello et al., 2008) of QoS properties exist in the literature. However, a widely accepted standard for specification of web service quality does not exist. The first efforts in this direction have started in the context of Web Services Quality Model (WSQM) prepared by OASIS (Kim and Lee, 2005) . According to WSQM, service level measurement quality is subdivided into performance measurement subfactors including response time, throughput and maximum throughput, and stability measurement sub-factors such as availability, reliability and accessibility. Unfortunately, only draft version of the WSQM is available.
QoS properties may be distinguished on the basis of their values. If the client requires the values of QoS properties to be as higher as possible, then these QoS properties can be classified as increasing or positive. Otherwise, they are classified as decreasing or negative. Examples for positive QoS properties are availability and throughput. In contrast, response time and cost are regarded as negative QoS properties.
In this context it is of paramount importance to be able to reason about QoS of web services in formal way. This will enable the activities of service selection and evaluation when more than one service satisfies the required functionality. Moreover, formal approaches will make possible dynamic composition and reconstruction of composite web-services.
The purpose of this paper is to present a systematic QoS-based approach for evaluation of web service compositions that applies for various kinds of QoS attributes and multiple levels of service composition. It is based on our previous work about QoS evaluation of web services, assisting the search process of web services (Petrova-Antonova, 2011). The approach uses probability theory to quantify the extent to which composite web services meet their quality requirements. This may serve as a basis for composite web service optimization based on quality of its constituent services. Moreover in this way, one may also be able to find bottlenecks in service compositions.
The remainder of the paper is structured as follows: Section 2 makes an overview of the related work; Section 3 presents the theoretical foundation of our approach; Section 4 describes the steps in the approach for evaluation of composite web services; Section 5 illustrates the approach with a typical case study and finally section 6 concludes the paper and states some directions for further research in the area.
RELATED WORK
Modeling of QoS of composite web-services has been a matter of study from various researchers in recent years. It has been mostly regarded as an underlying part of a corresponding composition model. А number of efforts that deal with the problem of evaluation of web services with respect to their composition exist in the literature (Bartalos and Bielikova, 2009 A number of interesting works present modeling of QoS properties within their composition framework, however, the models are restricted to several properties only. Such approaches are (Cardellini et al., 2007) ; (Ming et al., 2009); (Nam et al., 2009); (Zheng et al., 2004) .
For example, the methodology, described in (Chang and Lee, 2010) evaluates the quality of ubiquitous web services in three dimensions: QoS (quality of services), QoC (quality of contents), and QoD (quality of devices). Further, based on MultiCriteria Decision Making (MCDM) with preference functions, the quality factors are evaluated and priority ordering of web services is made. A heuristic approach is presented in (Alrifai et al., 2008 ) that achieve a close to optimal result while offering low complexity and high speed of computations. In contrast to these approaches in our work we propose more formal evaluation criteria, based on probability theory instead of preference functions.
Interesting method for service composition is proposed in (Che et al., 2009) . Authors there use XML schemas as a means for service composition. The schema contains data about the conditions on which to select the service, which include more than just QoS criteria. However this approach does not count for the indeterminism that a service may not satisfy a quality requirement, i.e. they either say that it will meet the requirement in any case or will not do so at all. Instead, our approach takes into imprecision of quality attributes, by involving the mechanism of probability.
Very formal technique for service composition and composition evaluation is proposed in (Chakhar et al.) . In this work a specific method for evaluation of the service upon each quality attribute is proposed. While very exhaustive, such approach may appear difficult to be applied in real practice. In our work we try to overcome this issue by employing a formal approach, applicable to any quality attribute without modifications.
Another method for QoS evaluation which takes into account imprecision in satisfaction of QoS properties use the fuzzy set theory to formalize the model (Xiong and Fan, 2008) . In contrast we claim that our approach is simpler, easier for implementation and hence faster, when considering dynamic service evaluation and composition.
PRELIMINARIES
In this section we are presenting the background of our approach -first we define web-service compositions and then explain some basic elements of probability theory, which we use to formalize the approach for composite web service evaluation.
Composite Web Services
Software services represent abstract entities, subject to reuse and in service-oriented architecture single services may be organized into a more complicated workflow that corresponds to a given business process. Currently the most widespread methods for design of composite services are choreography and orchestration. Orchestration considers aggregation of service operations and actually represents a workflow, while choreography means aggregation of services which results in another service. In our work we make an evaluation of the composition after it has been implemented, i.e. regardless of the composition method.
For instance, several services WS 1 , WS 2 , etc., may be composed into a composite web-service CWS 1 as shown on Fig. 1 .
As seen from the figure, some services in the composition may be complex services themselves. Further in the paper, we denote such web services as dependent, because their invocation and QoS properties depend on the results from execution and QoS properties of the services that they compose. When executing composite of the kind shown on fig. 1 , we assume that of sub services WS 3 and WS 4 , are autonomous in their execution, as they do not take input from another web services in the composition. We call such web services independent. In order to assess service qualities we use a socalled service history log that contains data, obtained during service execution, with concrete measures about quality parameters. History log values of dependent web services are obtained during their monitoring in testing environment, where they are isolated from web services on which they depend. History log values of independent web services are obtained during monitoring into a production environment.
Elements of Probability Theory
Generally speaking probability theory is a mathematical discipline that deals with analysis of random events. More precisely in this paper we are interested on how to estimate the likeliness that a certain event will occur. In this section we present the some aspects of the probability theory that are used in next section to leverage our approach for QoS estimation of composite web services.
Each QoS property can be represented by a discrete random variable X with several possible values x that correspond to the recorded values in the history log.
A random variable can be described by a probability mass function (PMF), which captures the probabilities of the values that the random variable can take. If x is any possible value of discrete random variable X, the PMF of x, denoted p X (x) is the probability of the event {X = x} consisting of all outcomes that give rise to a value of X equal to x (Bertsekas and Tsitsiklis, 2000):
(1) For a given value x it is often necessary to compute the probability that the value of the random variable X will be at most x. This can be accomplished by a cumulative distribution function (CDF). The CDF of a discrete random variable provides the probability P(X≤x) (Bertsekas and Tsitsiklis, 2000) :
Probabilistic models usually concern several random variables. For example, in the context of web services, the QoS requirements of the web service composition consist of definitions for several QoS properties that can be seen as random variables belonging to the same experiment. The joint CDF of two independent random variables X and Y is as follows:
Note that for negative QoS properties probability that {X ≥ x} may be calculate as P(X ≥ x) = 1 -P(X≤x).
The conditional PMF of a random variable X that is conditioned on an event A with probability P(A) is defined as follows (Bertsekas and Tsitsiklis, 2000) :
The conditional CDF of two random variables X and Y is as follows (Bertsekas and Tsitsiklis, 2000) :
( 5) The conditional CDF can be used for calculation of joint CDF as follows (Bertsekas and Tsitsiklis, 2000) :
AN APPROACH FOR EVALUATION OF COMPOSITE WEB SERVICES
This section presents a QoS driven approach for probability evaluation of composite web services. The approach consists of seven steps that are described bellow in detail. Let web services that satisfy functional requirements of the composition form the set S:
where n is the number of candidate web services.
Step 1: Identification of Independent and Dependent Web Services in the Composition. As mentioned in Section 3.1 web services in the composition can be dependent or independent according to whether a given web service uses the results from the execution of another web service in the composition or not. Therefore, the first step of the algorithm requires separation of the web services into two different sets -S ' for independent web services and S '' for dependent web services.
Step 2: Extraction of QoS Data. In Section 3.2 it was shown that each QoS property of web services can be represented with a discrete random variable with several possible values that correspond to the recorded values in the history log. Thus, the values of QoS properties of a particular web service form the following matrix:
where x ml is the m-th value of QoS property q l obtained from history log and m is the number of values obtained.
Step 3: Extraction of Events from Composition Requirements. The QoS requirements of the web service composition are considered as events. They form the following matrix:
where r ij ={X ≤ x} for negative QoS properties and r ij ={X≥x} for positive QoS properties.
Step 4 Step 5: Calculation of CDF for each QoS Property of Independent Web Services in the Composition. The CDFs calculated for each QoS property of all independent web services form the following matrix:
CDFs P ij =P(r ij ) for that case are calculated according to equation 2.
Step 6: Calculation of Conditional the CDF for Each QoS Property of Dependent Web Services in the Composition. The conditional CDFs calculated for each QoS property of all dependent web services form the following matrix:
where z is the number of web services, from which a given web service S i takes input. Here, the conditional CDFs P ij are calculated based on QoS data obtained during execution of web service in testing environment, according to equation (5). Note that in this way we consider that dependent web-services are executed given that all other services they invoke have met their quality requirements.
Step 7: Calculation of Joint CDF for QoS Properties of the Web Service Composition. Finally, we calculate the probability the QoS properties of the composition to satisfy preliminary defined requirements using equation 6. The result is as follows:
Pseudo code of the algorithm that may serve as a basis for implementation of the proposed approach is presented on Listing 1. 
CASE STUDY
This section shows how to apply our approach with a case-study that represents a Travel Booking sam-ple, taken from (Travel Booking Sample, 2011) . A business process of the sample invokes four web services as shown in Table 1 . The composition diagram, corresponding to the business process is shown on Fig. 2 . The QoS properties that will be used in the example are Successful execution rate (q1), Reputation (q2), Availability (q3) and Response time (q4). Here, the execution rate is successful when its value is 1. 
According to
Step 1 of the proposed approach, the web services in the composition form two sets depending on whether the web service is independent or not. These sets are defined as follows:
On the Step 2 we have to extract data from history log in order to define the QoS matrices for each web service: 
Given the relatively small number of input data, the fact that we get probability values less than 0.80 may be considered as good result. Given the requirements for the composite web-service, the results may be optimized by selecting a better candidate web services.
CONCLUSIONS AND FUTURE WORK
There is a growing need for establishment of sound, industry-wide techniques and methodologies for service composition, not only in design time, but also in run-time. The later compositions are usually called dynamic web-services. For this purpose an important assessment criteria for candidate services is fulfillment of their quality attributes. This paper proposes an approach for evaluation of composite web services, based on probability analysis of how do they meet their QoS requirements. This approach is applicable for evaluation of any set of QoS by just calculating the probability if a given QoS would be satisfied or not, based on service execution history log.
Another benefit of our approach is that it uses probabilities for evaluation of QoS properties and many of them like reliability and availability are actually measured with the same metrics.
Main directions for future research include enabling a framework for dynamic service composition, based on proposed approach. As short-term future work, we plan to implement the proposed algorithm and experiment with various industrial examples of web service compositions. Another direction for further research is to enrich our approach with ability to reason about timing and sequence of service executions.
